
 

 

Abstract—The increasing integration of offshore renewable 

energy sources (RES) and advanced interconnections between 

alternating current (AC) transmission grids through high-voltage 

direct current (HVDC) connections have given rise to AC/DC 

power grids. The operation of these systems relies heavily on 

communication networks for supervisory control and 

coordination, exposing critical HVDC controllers to potential 

cyber attacks. However, the dynamic impact of such attacks 

remains insufficiently understood due to the lack of analytical 

attack models and suitable methods for stability assessment. In 

this paper, we propose a method for power system dynamical 

analysis of cyber attacks on modular multilevel converter (MMC)-

HVDC controllers. An analytical model of malicious command 

injection attacks is developed, targeting MMC-HVDC outer-loop 

and current controllers, defining the feasible space for tampering 

attacks on operational setpoints and controller gains. A data-

driven method is proposed to analyze the impact of cyber attacks 

on voltage stability and assess oscillatory behavior through time-

frequency analysis using empirical mode decomposition (EMD). 

This method combines time-windowed voltage-limit indicators 

with time-frequency-based damping assessment to reveal 

oscillatory behavior and system instability. Simulations 

demonstrate that targeted manipulation of critical HVDC control 

functions can induce system-wide instability and damping 

degradation across interconnected power grids. Numerical results 

reveal that targeted cyber attacks, even on a single critical 

controller of an HVDC converter station, can cause and propagate 

system-wide instability in multi-area interconnected systems. 

These findings highlight critical cyber-physical vulnerabilities of 

future converter-dominated power grids and underscore the 

importance of cyber security of HVDC infrastructure. 

 
Index Terms—Cyber attack, high-voltage direct current, 

impact assessment, modular multilevel converter, power system 

stability. 

I.

 

INTRODUCTION

 

LECTRICAL power grids are experiencing a drastic 

transformation, realized by the increasing integration of 

renewable energy sources (RES), advanced communication and 

control capabilities, and power electronics-interfaced devices. 

The traditional region-based power systems are increasingly 
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interconnected with neighboring grids through high-voltage 

direct current (HVDC) technology, forming hybrid alternating 

current (AC)/DC grids [1]. In Europe, such interconnections are 

already present and expected to be even more dominant in the 

coming decades [2]. As noted in [3], the widespread 

deployment of power electronics-interfaced converters, 

introduces new stability challenges that require advanced 

monitoring and control architectures.

 

HVDC technology is 

particularly suitable for long-distance transmission and 

offshore integration, where converter stations and their 

controllers are located many kilometers from shore. As offshore 

installations expand, remote operation and supervision through 

communication networks become indispensable [4],

 

[5]. 

Networked control systems (NCS) enable supervisory control, 

remote parameterization, and distributed or intelligent control 

schemes [6],

 

[7], including online tuning of controller gains and 

transmission of setpoints under wide-area control strategies.

 

However, the dependence of HVDC infrastructure on 

communication networks raises significant cyber security 

concerns. Cyber attacks on HVDC converter controllers can 

compromise system stability and resilience [8]. Existing 

research has mainly examined false data injection attacks 

(FDIAs) targeting HVDC systems. For example, [9] analyzes 

FDIAs on consensus-based distributed

 

modular multilevel 

converter (MMC) control and proposes Kalman-filter 

mitigation, while [10] investigates cyber-induced small-signal 

instabilities. Event-triggered defense strategies for multi-infeed 

HVDC systems were explored in [11], and reinforcement 

learning-based FDIA detection for MMC metering 

infrastructure was proposed in [12]. Although these studies 

provide important insights, most

 

rely on simplified analytical 

attack models that overlook the operational and physical 

constraints of real HVDC control architectures. As a result, the 

feasible attack space, i.e., the range of practically executable 

manipulations on controller gains and setpoints, remains 

insufficiently characterized.

 

Related work on distributed control security in DC 

microgrids is more extensive, with several studies addressing 
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FDIAs on control signals and coordination mechanisms [13]-

[15]. However, these insights are not directly transferable to 

HVDC systems due to fundamental architectural and 

operational differences. Unlike microgrids, HVDC grids 

exhibit strong inter-converter coupling, tighter stability margins, 

and faster converter-level dynamics, making them significantly 

more sensitive to control disturbances. Moreover, the 

communication infrastructures used in HVDC systems differ in 

topology, latency constraints, and attack surfaces, resulting in 

distinct vulnerability profiles. Consequently, microgrid-

oriented cyber security frameworks cannot adequately capture 

the system-wide, high-frequency instability mechanisms 

relevant to MMC-HVDC systems. 

While some studies examine the consequences of cyber 

attacks on HVDC controllers, the broader impact on 

interconnected AC/DC power system stability remains largely 

unaddressed. As highlighted in [11], disturbances originating 

from compromised HVDC stations can propagate widely and 

induce severe dynamic responses in the connected AC power 

grids. Yet, the research community lacks comprehensive 

benchmark AC/DC models that can represent the dynamics of 

converter-dominated power systems. Existing work still relies 

heavily on decades-old benchmark models, as surveyed in [16], 

which are inadequate for capturing modern power-electronic 

interactions. Comprehensive models, including HVDC, RES, 

and flexible alternating current transmission systems (FACTS), 

along with their respective controllers, are needed to analyze 

these instability phenomena.  

As system complexity increases, measurement-based 

analysis methods are becoming increasingly indispensable for 

assessing power system stability. Traditional model-based tools 

such as state-space analysis face scalability limitations due to 

the “curse of dimensionality” [17], especially in power systems 

with numerous interacting converter controllers. In contrast, 

measurement-based techniques leveraging phasor measurement 

units (PMUs) and time-frequency signal analysis have 

demonstrated strong potential for detecting inter-area 

oscillations [18], [19]. Such oscillatory analysis is particularly 

relevant for cyber attack scenarios, i.e., malicious manipulation 

of HVDC control parameters can excite dormant oscillatory 

modes, affecting both the DC and AC subsystems. Therefore, 

integrating data-driven oscillation analysis into cyber attack 

impact assessment is essential for identifying emergent 

dynamic behavior under compromised conditions. 

Motivated by these gaps, this paper presents a dynamical 

analysis of cyber attacks targeting MMC-HVDC systems in a 

large-scale interconnected AC/DC power system. A detailed 

analytical model of malicious command injection on MMC 

controllers is developed, defining the feasible attack space for 

tampering with setpoints and NCS controller gains. The 

resulting cyber-physical disturbances are evaluated using a 

novel, data-driven dynamical analysis method that can 

determine the stability state of interconnected AC power grids 

through time-windowed assessments of voltage limit violations 

and instantaneous damping. System-wide effects are 

demonstrated through simulations on a synthetic dynamic 

AC/DC transmission power grid model. The contributions of 

this paper are summarized as follows: 

1) An analytical cyber attack model is developed for the 

outer-loop and current controllers of MMC-HVDC systems, 

defining the feasible attack space for setpoint tampering and 

manipulation of NCS control parameters and gains. This model 

clarifies the realistic capabilities of adversaries targeting critical 

HVDC control functions. 

2) A data-driven dynamical analysis method based on power 

system measurements is introduced to evaluate the impact of 

cyber-induced disturbances on system operation. Applied in 

time windows, the method combines a voltage-based operating 

limit indicator with time-frequency-based damping assessment 

via empirical mode decomposition (EMD), enabling 

comprehensive insight into stability degradation under different 

attack scenarios. 

3) Through large-scale AC/DC power system simulations, it 

is demonstrated that targeted manipulation of critical HVDC 

control parameters can induce system-wide instability, posing a 

greater and less readily detectable threat to power system 

operation than conventional cyber attacks such as switching 

events. 

The impact of cyber attacks targeting MMC-HVDC 

controllers is simulated in the dynamic synthetic interconnected 

European (DSIE-94) power system model. Detailed component 

models and control schemes present in modern power systems, 

such as synchronous generating units (SGUs), wind generators 

(WGs), FACTS devices (e.g., static synchronous compensators 

(STATCOMs)), and MMC-HVDC links, are modeled. The 

DSIE-94 power system model is utilized to simulate the 

propagation of instabilities through DC-connected AC power 

systems.  

II. CYBER ATTACKS ON MMC-HVDC CONTROLLERS 

Modern HVDC systems rely extensively on communication 

networks for supervisory control, monitoring, and coordination. 

This dependence introduces potential cyber attack surfaces, as 

adversaries compromise components of the supervisory control 

and data acquisition (SCADA) and substation communication 

infrastructure to influence HVDC operation. Intrusion 

campaigns can be prolonged, requiring adversaries to navigate 

utility networks, escalate privileges, and gain access to control 

center systems or AC/DC substations. Supply chain 

compromises also present a credible threat, particularly when 

vendors with a large market share are targeted. In this work, 

cyber attacks are assumed to originate from operational 

technology (OT) communication networks of the power system, 

following a successful compromise of authorized 

communication or control interfaces. Consequently, all cyber 

attacks investigated in this paper are constrained by software, 

communication, and control limits that govern normal 

operation. 

Four general categories of cyber attacks against HVDC 

infrastructure are identified. These are i) measurement 

manipulation, ii) dispatch-setpoint tampering, iii) controller-

parameter manipulation, and iv) switching attacks on the AC 

side of AC/DC substations. This work focuses on the latter three 

categories, as they directly affect MMC-HVDC control 



behavior and can be executed through feasible manipulation of 

operational references and controller parameters. The following 

subsections describe how such cyber attacks can be carried out 

in practice and introduce an analytical model that explicitly 

accounts for controller constraints when modeling cyber attacks 

on MMC-HVDC systems.  

A. Feasibility of Cyber Attacks on HVDC Controllers 

Real-world cyber incidents in electrical power systems have 

demonstrated that adversaries can exploit communication 

networks to gain access to utility control centers and substations. 

Once inside the OT environment, cyber attackers can 

manipulate local controllers, protection devices, or human-

machine interfaces (HMIs), leading to physical consequences. 

In HVDC systems, setpoint tampering is feasible, as operating 

references, such as active power, DC voltage, and reactive 

power, are transmitted via standardized communication 

protocols, including IEC 60870-5-101/104 and IEC 61850. 

Attackers with access to these communication links can alter 

setpoints through man-in-the-middle (MitM) attacks. 

Furthermore, if the control center or station-level controllers are 

compromised, adversaries can issue fraudulent setpoints 

directly, immediately affecting MMC-HVDC operation. 

However, such manipulations remain subject to implemented 

software limits, rate constraints, current saturation, and fault-

ride-through (FRT) logic, which fundamentally restrict the 

space of realizable cyber attacks. 

In contrast, controller-parameter manipulation requires 

deeper access to HVDC control infrastructure. In conventional 

onshore installations, parameter tuning is typically performed 

locally and remains isolated from external networks, limiting 

exposure. However, offshore HVDC systems increasingly rely 

on remote access for monitoring and adaptive control, driven 

by their geographical separation and the variability of RES. 

This trend, along with vendor integration of network-enabled 

control features [20], expands the attack surface. As 

demonstrated by incidents such as Stuxnet, sophisticated 

adversaries may exploit such access points or leverage supply 

chain compromises to embed malicious functionality within 

trusted components. From an operational perspective, these 

scenarios resemble insider threats, where compromised 

hardware or software operates within the trusted OT 

environment. 

Switching attacks on HVDC-related substations are also 

credible. Cyber incidents, such as the Industroyer attacks in 

Ukraine in 2016 and 2022, have demonstrated that adversaries 

can compromise digital substations and issue unauthorized 

breaker-tripping commands due to insufficient authentication in 

legacy protection and control schemes [21]. Similar attacks on 

the AC side of AC/DC substations could disrupt HVDC power 

transfer, given the system’s high criticality in cross-border 

energy exchange and offshore power integration. While 

switching attacks on the DC side are plausible, they are beyond 

the scope of this work. 

To contextualize feasibility, three attacker capability levels 

are defined. Operational access enables interaction with 

SCADA systems to issue commands and modify setpoints. 

Engineering access allows modification of configuration 

settings and control parameters via specialized tools. Inner-loop 

controller compromise represents the most advanced capability, 

involving direct manipulation of embedded control systems. 

Setpoint tampering and switching attacks are considered 

feasible under less invasive access conditions than controller-

level manipulation, as they require command-level access to 

supervisory control interfaces, such as compromising SCADA 

communication channels or performing MitM attacks on 

standardized communication protocols. This assumption is 

consistent with real-world incidents, such as the cyber attacks 

in Ukraine, which leveraged living-off-the-land techniques, 

where malicious actors used legitimate remote access 

mechanisms, e.g., remote desktop sessions, and native system 

tools to issue operational commands without modifying low-

level control logic. Such capabilities are broadly applicable 

across all deployment settings, e.g., offshore and onshore, 

particularly where communication networks are exposed or 

insufficiently segmented. Outer-loop parameter manipulation 

requires access to engineering interfaces, while inner-loop 

controller parameter manipulation requires deeper access to 

embedded control systems and is therefore primarily applicable 

to threat scenarios involving remote access-enabled 

installations, such as firmware compromise of station-level 

controllers, remote maintenance interfaces, or supply chain 

attacks. In conventional onshore installations, where controller 

tuning is typically performed locally and not networked, such 

capabilities are significantly more constrained. However, in 

offshore or remotely operated HVDC systems, where remote 

access and online tuning functionalities are increasingly 

 

Fig. 1. Block diagram of the modeled MMC-HVDC component and control schemes. 
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adopted, controller-level manipulation becomes a more realistic 

threat. The following sections formalize these constraints and 

analyze the resulting cyber-physical disturbances under 

realistic operating conditions. 

B. MMC-HVDC Controller and Modeling Assumptions 

MMC-HVDC technology is expected to see widespread 

deployment in future transmission systems due to its modular 

design, scalability, and improved waveform quality compared 

to conventional two- or three-level voltage source converters 

[22]. For system-wide dynamic studies, the MMC is modeled 

using the simplified average-value model that captures the 

dominant electromechanical and control dynamics without 

resolving submodule switching behavior. Following the 

standard formulation in [23], the MMC model shown in Fig. 1 

is modeled as an ideal, lossless AC voltage source 𝒖AC 

interfaced with the AC network through a series reactance and 

coupled to the DC network, represented by the current source 

𝐼DC , via an equivalent DC-side capacitance 𝐶eq , which 

aggregates the submodule capacitors. Internal MMC variables, 

such as submodule capacitor voltages and circulating currents, 

are assumed to be tightly regulated and are therefore not 

explicitly modeled. This modeling approach is widely adopted 

for large-scale stability studies, providing a computationally 

efficient yet sufficiently accurate representation of MMC-

HVDC behavior.  

Only the upper-level MMC control structure is considered in 

this study. The control architecture follows the implementation 

described in [23] and is illustrated in Fig. 1. Depending on the 

operating mode, the outer-loop controls regulate active power, 

DC voltage, and reactive power at the point of common 

coupling (PCC). Proportional-integral (PI) controllers generate 

reference currents for active and reactive power control based 

on the corresponding reference setpoints. Depending on the 

converter’s operating mode, e.g., rectifier or inverter, the active 

power loop regulates either the DC voltage or the active power 

transfer, while the reactive power loop controls reactive power 

injection to support AC voltage stability. This is given as:  

{
 
 

 
 

𝑑𝑥1
𝑑𝑡

= {
𝑃ref − 𝑃AC , inverter mode,
𝑉DC,ref − 𝑉DC, rectifier mode,

𝑖P,ref
∗ = {

1

𝑉AC
(𝐾pP(𝑃ref − 𝑃AC) + 𝐾iP𝑥1), inverter mode,

𝐾pV(𝑉DC,ref − 𝑉DC) + 𝐾iV𝑥1, rectifier mode,

 (1a) 

{

𝑑𝑥2
𝑑𝑡

= 𝑄ref − 𝑄AC,

𝑖Q,ref
∗ = 𝐾pQ(𝑄ref − 𝑄AC) + 𝐾iQ𝑥2,

 (1b) 

where 𝑃ref , 𝑉DC,ref , and 𝑄ref  are the reference setpoints for 

active power, DC voltage, and reactive power, respectively, 

𝑃AC, 𝑉DC, 𝑉AC, and 𝑄AC are the corresponding measured values, 

and 𝐾pV , 𝐾pQ , 𝐾pP , 𝐾iV, 𝐾iQ, and 𝐾iP  are the proportional and 

integral gains of the PI controllers. All reference setpoints are 

subject to rate limiters, with the active and reactive power 

setpoint values constrained by the upper and lower limits 𝑃min, 

𝑃max , 𝑄min , and 𝑄max . The active- and reactive-power 

controllers produce the reference signals 𝑖P.ref
∗ , and 𝑖Q.ref

∗ , 

respectively, while 𝑥1  and 𝑥2  are the outer-loop integrator 

states. 

Operational protection and constraint mechanisms 

inherent to MMC-HVDC controllers are explicitly taken into 

account. These include rate limiters on reference signals, 

current limitation blocks that enforce the maximum converter 

current, and FRT logic that modifies or freezes control 

references during abnormal operating conditions. While 

detailed inner-loop current control and phase-locked loop 

(PLL) dynamics are not explicitly derived, their effects are 

incorporated through the imposed limits and saturation 

mechanisms. Following the current limitation, which provides 

the dq-axis reference currents subjected to maximum allowable 

current 𝐼max , the decoupled current regulator generates the 

voltage reference signals, which serve as inputs to the 

modulation controller. The current controller and modulation 

equations for the MMC-HVDC model are expressed as: 

{
 
 

 
 

𝑑𝑥3
𝑑𝑡

= 𝑖d,ref − 𝑖𝑑 , 
𝑑𝑥4
𝑑𝑡

= 𝑖q,ref − 𝑖𝑞 ,

𝑢d,conv = 𝐾pd(𝑖d,ref − 𝑖𝑑) + 𝐾id𝑥3 + 𝑢𝑑,

𝑢q,conv = 𝐾pq(𝑖q,ref − 𝑖𝑞) + 𝐾iq𝑥4 + 𝑢𝑞 ,

 (2a) 

{
 
 
 
 

 
 
 
 𝑢conv = √𝑢d,conv

2 + 𝑢q,conv
2 ,

cos 𝜑 =
𝑢d,conv
𝑢conv

, sin𝜑 =
𝑢q,conv

𝑢conv
,

𝑃m
∗ =

2√2

√3

𝑢conv
𝑉DC

𝑈AC,nom
𝑉DC,nom

,

𝑃m,Re = 𝑃m
∗ cos(𝜃 + 𝜑),

𝑃m,Im = 𝑃m
∗ sin(𝜃 + 𝜑),

 (2b) 

where 𝑖d , 𝑖q , 𝑢d , and 𝑢q  are the dq-axis current and voltage 

components at the PCC obtained from the PLL angle 𝜃, based 

on the root mean square (RMS) voltage and current 

measurements 𝑈AC,rms , and 𝐼AC,rms at the PCC, and the 

reference AC frequency 𝑓ref . The parameters 𝐾pd , 𝐾id , 𝐾pq , 

and 𝐾iq are the PI controller gains, while 𝑈AC,nom, and 𝑉DC,nom 

denote the nominal AC and DC voltages of the converter. The 

dq-axis voltage reference signals are 𝑢d,conv  and 𝑢q,conv , the 

modulation index magnitude is given by 𝑃m
∗ , and 𝑢conv denotes 

the converter's voltage reference after the polar transformation 

with angle 𝜑. The calculated real and imaginary parts, 𝑃m,Re 

and 𝑃m,Im, form the modulation index 𝑷m, which controls the 

AC voltage source 𝒖AC. The dq-axis current references are 𝑖d,ref 

and 𝑖q,ref  respectively, while 𝑥3  and 𝑥4  are the current 

controller integrator states. 

The adopted simplified average-value modeling approach 

enables efficient large-scale dynamic simulations but does not 

represent switching-level phenomena, detailed submodule 

dynamics, or fast control interactions associated with inner-

loop controls and PLL synchronization. As a result, high-

frequency electromagnetic transients and converter-level 

control couplings are not fully captured. Consequently, the 

focus of this work is on system-level dynamic responses, 

whereas more detailed representations, such as electromagnetic 

transient (EMT) models, would be required to accurately 

capture fast converter-level dynamics and their impact on 

system behavior. The controller gains and reference setpoints 

associated with both the outer-loop and current controllers 



constitute the primary cyber-physical interface of the MMC-

HVDC system and are the focus of the cyber attack modeling 

introduced in Section II-C. Controller parameters are selected 

based on representative values reported in the literature and 

industry guidelines and remain fixed during normal operation 

unless altered through cyber manipulation. 

C. Analytical Expression of Cyber Attacks on MMC 

Controllers 

Existing studies on cyber attacks against HVDC systems 

model malicious behavior as unconstrained FDIA or arbitrary 

signal perturbations applied to measurements, references, or 

controller parameters. Such formulations often neglect the 

physical and software constraints imposed by converter 

controllers. As a result, previously reported destabilizing cyber 

attack scenarios may rely on gain or setpoint manipulations that 

are infeasible under realistic MMC-HVDC implementations. In 

this work, cyber attacks are explicitly formulated as feasible 

command-injection actions that respect the operational 

constraints of MMC-HVDC controllers. Cyber attacks are 

modeled as persistent but constrained perturbations that remain 

compliant with embedded control logic. 

For a controller 𝑧 ∈ 𝒵  at station 𝑛 ∈ 𝒩where 𝒩  and 𝒵 

denote the sets of converter stations and controllers per station, 

the tunable parameters are 𝜽𝑛,𝑧 = [𝐾pV,𝐾iV, . . . ]
Τ

. All tunable 

gains at station 𝑛  are stacked into 𝜣𝑛 = [𝜽n,1
T , . . . , 𝜽n,𝑍

T ]
Τ

. 

Similarly, define the vector of upper-level reference setpoints 

per converter station as 𝒔𝑛 = [𝑃ref, 𝑄ref, 𝑉DC,ref, . . . ]
Τ

, which 

includes the active power, reactive power, and DC voltage 

references described in Section II-B. A cyber attack that 

manipulates these quantities can be represented as an 

adversarial perturbation 𝜹𝑎  applied at a selected compromised 

station 𝑐 ∈ 𝒞 ⊆ 𝒩: 

𝜽̃𝑐,𝑧 = 𝜽𝑐,𝑧 + 𝜹𝑎
𝜽 , (3) 

𝒔̃𝑐 = 𝒔𝑐 + 𝜹𝑎
𝒔 , (4) 

where 𝒞  denote the set of compromised stations, 𝜽𝑐,𝑧  and 𝒔𝑐 

are the nominal vectors of the controller gains and setpoints, 

respectively, and 𝜽̃𝑐,𝑧  and 𝒔̃𝑐  are the vectors of manipulated 

values. Both controller setpoints and gains are restricted by 

implementation limits. Setpoints are bounded according to 

admissible operating ranges under supervisory control and 

established engineering practice [23]. Specifically, active and 

reactive power references typically vary within bidirectional 

operating constraints, i.e., ±1.0 per unit (p.u.), while the DC 

voltage reference is confined to a bounded interval around its 

nominal value to avoid unrealistic operating conditions. These 

limits are consistent with regulatory requirements [24]. 

Additional limiters, such as anti-windup mechanisms, may 

further constrain the rate of setpoint variation. Controller gains 

are constrained by hardware and software limits specified by 

original equipment manufacturers (OEMs) [25], typically 

required to be positive and nonzero, except for reconfigurable 

controllers that support switching among predefined gain sets 

[26]. In practice, these ranges are enforced through software-

based engineering limits. However, in advanced compromise 

scenarios, e.g., firmware-level attacks, such constraints may be 

bypassed, allowing parameter values outside nominal ranges, 

provided they remain executable and do not violate physical or 

protection limits. Thus, the feasible attack spaces are encoded 

as sets 𝒢  and 𝑆  for gains and setpoints, respectively. The 

feasibility of gain manipulation can be expressed as in (5): 

𝒢 ≜ {𝜽̃𝑐,𝑧 ∈ ℝ𝑑𝑖𝑚(𝜽𝑐,𝑧)|𝜽𝑐,𝑧
min ≤ 𝜽̃𝑐,𝑧 ≤ 𝜽𝑐,𝑧

max} ⊆ ℳ, (5) 

where 𝑑𝑖𝑚(⋅)  is the dimension of the vector, [𝜽𝑐,𝑧
min, 𝜽𝑐,𝑧

max] 

captures vector bounds, i.e., maximum/minimum limits of 

settable values for each of the proportional and integral gains, 

and the targeted variable belongs to the set ℳ, indicating that 

the gains can be altered in an online manner. The feasibility of 

the setpoint manipulation is expressed as follows: 

𝒮mag ≜ {𝒔̃𝑐[𝜅] ∈ ℝ𝑑𝑖𝑚(𝒔𝑐)|𝒔𝑐
min ≤ 𝒔̃𝑐[𝜅] ≤ 𝒔𝑐

max}, (6) 

𝒮rate ≜ {𝒔̃𝑐[𝜅] ∈ ℝ𝑑𝑖𝑚(𝒔𝑐)|‖𝒔̃𝑐[𝜅] − 𝒔̃𝑐[𝜅 − 1]‖∞

≤ min{𝛥max, 𝑇𝑠𝑅max}}, 
(7) 

𝒮sys ≜ {𝒔̃𝑐[𝜅] ∈ ℝ𝑑𝑖𝑚(𝒔𝑐)|𝑨𝒔𝒔̃𝑐[𝜅] ≤ 𝒃𝒔}, (8) 

𝒮 = 𝒮mag ∩ 𝒮rate ∩ 𝒮sys, (9) 

where 𝜅  is the sampling instant, [𝒔𝑐
min, 𝒔𝑐

max] capture the 

constraints of the individual setpoints and the remote control 

limits, 𝛥max and 𝑅max capture the step and rate limits based on 

implemented limiters such as anti-windup, 𝑇𝑠 is the sampling 

period, and ‖⋅‖∞ is the infinity norm. The linear constraint 

𝑨𝒔𝒔̃𝑐[𝜅] ≤ 𝒃𝒔  encodes coupled feasibility arising from other 

limiters, such as the converter current limiter. On one hand, the 

setpoint and gain manipulation attacks can be considered 

independent, although they can result from a wide-area control 

system. On the other hand, the coupling constraints are assumed 

to be interdependent.  

The feasible attack space in (9) is defined based on 

controller-level constraints, including magnitude, rate, and 

system coupling limits, expressed in discrete time through the 

sampling index 𝜅  and sampling period 𝑇𝑠 . This formulation 

captures digital controller behavior and embedded limiters. In 

practice, cyber attacks are carried out over communication 

networks and may be affected by additional dynamic factors, 

such as communication latency, sampling delays, and control 

loop time constants. Communication latency and control delays 

can introduce an effective temporal shift or sparsity in the 

sequence of admissible setpoint updates. This would reduce the 

effective rate at which a cyber attacker can modify the setpoints, 

thereby tightening the rate constraint 𝒮rate  and potentially 

introducing additional timing constraints between successive 

perturbations. Furthermore, the interaction between 

communication delays and control loop dynamics may reduce 

the effectiveness of certain attack trajectories, as delayed or 

misaligned perturbations may not fully excite the targeted 

system dynamics. As a result, the true feasible attack space in a 

networked implementation can be viewed as a subset of the set 

defined in (7), i.e., a more conservative region shaped by both 

controller and communication constraints. The explicit 

modeling of such communication and control dynamics 

requires a detailed co-simulation of the communication network 

and controller execution layers, which is beyond the scope of 



this work. As demonstrated in the subsequent sections, cyber-

induced disturbances shaped by these constraints can still 

propagate through the interconnected AC/DC power system 

and interact with system dynamics, leading to system-wide 

instability and reduced damping. 

III. DYNAMICAL ANALYSIS OF POWER SYSTEM STABILITY  

Power system stability assessment under cyber-induced 

disturbances is challenging due to the nonlinear, large-signal, 

and nonstationary system dynamics. Modal analysis is a widely 

used technique that evaluates small-signal stability by 

linearizing the system and examining its eigenvalues, which 

represent natural modes with associated frequencies and 

damping [10], [19]. While effective for identifying the inherent 

oscillatory behavior, modal analysis captures only natural 

modes and does not account for forced oscillations that may 

occur at frequencies outside the eigenvalue spectrum [27]. 

Consequently, under large disturbances, such as those induced 

by cyber attacks, the dominant oscillatory behavior observed in 

time-domain responses may not be reflected in the eigenvalue 

analysis. Measurement-based methods estimate modal 

parameters directly from time-domain signals. An established 

approach is Prony analysis, which decomposes the time-domain 

signal as a sum of exponentially damped sinusoids, but relies 

on quasi-stationary assumptions. In the presence of 

nonstationary and time-varying oscillations, they become 

sensitive to model order selection, often leading to inconsistent 

modal estimates and inaccurate signal reconstruction, thereby 

reducing the reliability of damping estimation. Conventional 

signal-based metrics, e.g., amplitude or spectral measures, can 

detect oscillations but do not capture their temporal evolution, 

damping behavior, or impact on operational constraints. 

Moreover, existing approaches lack unified indicators to 

quantify the system-level impact and severity, particularly for 

aggregated oscillatory behavior and deviations from nominal 

operating conditions. 

To address these limitations, the proposed data-driven 

method evaluates power system stability by characterizing i) 

the oscillatory behavior across different system areas and their 

ability to dissipate disturbances over time, and ii) the magnitude 

and duration of voltage deviations from operational limits. 

Together, these metrics provide a comprehensive 

characterization of both voltage stability and the power system's 

dynamic damping performance. The analysis employs adaptive 

time-frequency decomposition techniques that capture 

nonlinear and nonstationary behavior, enabling robust stability 

assessment across diverse operating conditions and disturbance 

scenarios.  

A. Oscillation Detection and Time Window Specification 

Reliable oscillation detection is particularly important 

under cyber attacks, as malicious disturbances may be sustained, 

low-amplitude, and not associated with abrupt fault signatures. 

Voltage magnitude measurements are grouped according to 

their corresponding system areas and pre-processed to extract 

oscillatory components. To avoid bias in the spectral estimates, 

each signal 𝑥[𝑛]  is detrended, and the corresponding 

coefficient 𝜌2 is evaluated. If the trend explains a significant 

portion of the variance, based on the threshold value 𝑟thresh
2 , a 

fitted component 𝑥̑[𝑛] = 𝑎𝑛 + 𝑏 is subtracted; otherwise, the 

mean value 𝑥̄ is removed: 

𝑥detr[𝑛] = {
𝑥[𝑛] − (𝑎𝑛 + 𝑏), 𝜌2 ≥ 𝑟thresh

2

𝑥[𝑛] − 𝑥̄, otherwise
, (10) 

𝜌2 = 1 −
∑(𝑥[𝑛] − 𝑥̑[𝑛])2

∑(𝑥[𝑛] − 𝑥̄)2
, (11) 

where 𝑥detr[𝑛]  is the detrended sample, and 𝑎  and 𝑏  are the 

trend coefficients. To determine whether the signal contains 

sustained oscillations, the normalized autocorrelation function 

is computed as: 

𝑅xx[𝜏] =
1

𝑅xx[0]
∑𝑥detr[𝑛]𝑥detr[𝑛 + 𝜏]

𝑛

, (12) 

where 𝑅xx[𝜏]  is the normalized autocorrelation at lag 𝜏 , and 

𝑅xx[0] is the zero-lag normalization. A signal is classified as 

oscillatory if the autocorrelation exhibits at least two significant 

peaks within the target frequency band and if the peak spacing 

is approximately uniform. This criterion ensures that the 

observed periodicity reflects a persistent oscillatory mode 

rather than noise or transient behavior. 

 A key challenge in time-frequency analysis is selecting a 

window length that adequately captures oscillatory modes. For 

each oscillatory signal, the power spectrum is computed using 

the fast Fourier transform (FFT), as shown:  

𝑋[𝑚] = ∑ 𝑥detr[𝑛]𝑤[𝑛]exp(−𝑗2𝜋𝑚𝑛 𝑁FFT⁄ ),

𝑁−1

𝑛=0

 (13) 

𝑃[𝑚] = |𝑋[𝑚]|2, (14) 

where 𝑋[𝑚]is the FFT coefficient at bin 𝑚, 𝑃[𝑚] is the power 

spectrum, 𝑤[𝑛] is the Hann filter, 𝑁FFT is the FFT length, and 

𝑚 = 0, . . . ,
𝑁FFT

2
. Spectral peaks are used to identify the 

dominant oscillation frequencies 𝑓𝑚  from the set {𝑓𝑚, 𝑃[𝑚]}. 
The slowest detected oscillatory mode across each 

interconnected area determines the time window length, as the 

window must be long enough to capture several cycles of the 

slowest mode while remaining short enough to maintain quasi-

stationarity. 

The time window 𝑇𝑤  is determined once per analyzed 

scenario and is not dynamically updated during the analysis 

duration. This choice is consistent with the post-mortem nature 

of the proposed dynamical analysis framework. Specifically, 

for each case study, bus voltage magnitude signals are analyzed 

over the entire event duration, which may include sustained 

cyber attacks with multiple perturbations. The time window 

length is determined from the slowest detected oscillatory mode 

identified from the FFT analysis across all signals in each 

power system area. This particular specification of the time 

window provides a consistent basis for analysis throughout the 

event, as low-frequency modes are adequately captured, while 

higher-frequency components remain observable within the 

same window and can be further analyzed using signal 

decomposition. The use of a fixed 𝑇𝑤  represents a practical 

compromise between capturing power system dynamics and 

ensuring consistent damping assessment. 



B. Time-Frequency Analysis 

Time-frequency analysis is employed to study nonlinear and 

non-stationary behavior typical of power system oscillations. 

EMD and its extensions are employed as established data-

driven methods that decompose a signal into a set of amplitude 

and frequency-modulated components known as intrinsic mode 

functions (IMFs) [28]. These IMFs are nearly mono-component 

and suitable for instantaneous frequency analysis. Given a real-

valued signal, EMD adaptively decomposes it into 𝐾 IMFs as 

shown below:  

𝑥(𝑡) = ∑𝑐𝑘(𝑡)

𝐾

𝑘=1

+ 𝑟(𝑡), (15) 

where 𝑥(𝑡) is the signal, 𝑐𝑘(𝑡) is the 𝑘-th IMF, and 𝑟(𝑡) is the 

residual. Each IMF satisfies two properties: i) symmetry around 

the local mean and ii) a narrow-band oscillatory behavior. 

These properties enable instantaneous frequency extraction 

through the Hilbert transform 𝐻, expressed exponentially, e.g., 

𝑐𝑘(𝑡) + 𝑗𝐻{𝑐𝑘(𝑡)} = 𝐴𝑘(𝑡) 𝑒𝑥𝑝( 𝑗𝜙𝑘(𝑡)). This enables the 

calculation of the instantaneous amplitude 𝐴𝑘  and phase 𝜙𝑘 , 

allowing the calculation of instantaneous damping, which is 

defined as the normalized time derivative of the amplitude 

decay [19], as in:  

𝑎𝑘(𝑡) = −
1

𝐴𝑘(𝑡)

𝑑𝐴𝑘(𝑡)

𝑑𝑡
. (16) 

where 𝑎𝑘 is the instantaneous damping. To overcome the 

limitations of EMD, e.g., mode mixing and the presence of low-

frequency components, Gaussian white noise is introduced to 

the assessed signal, and the resulting IMFs are averaged over 

multiple decompositions [29]. Further refinements introduce 

adaptive noise, scaled by the residual at each stage, to enhance 

IMF separation and suppress spurious components [30], 

expressed as follows: 

𝑐̃𝑘(𝑡) =
1

𝑁𝐸
∑𝐸1(𝑟𝑘−1(𝑡) + 𝛽𝑘𝐸𝑖(𝑒(𝑡))),

𝑁𝐸

𝑖=1

 (17) 

where 𝑟𝑘(𝑡) = 𝑟𝑘−1(𝑡) − 𝑐̃𝑘(𝑡)  is the residual at each stage, 

𝑟0(𝑡) = 𝑥(𝑡)  is the original signal, 𝛽𝑘 controls the adaptive 

noise amplitude, 𝐸1  denotes the operator that extracts the first 

IMF via standard EMD, 𝐸𝑖(𝑒(𝑡))is the i-th realization of the 

white noise decomposed by EMD, 𝑒(𝑡) is the Gaussian white 

noise, and 𝑁𝐸 is the number of trials. 

C. System Damping and Oscillatory Contribution Indicators 

In this work, a system damping indicator (SDI) is defined 

to provide an aggregated measure of oscillatory damping for 

each AC power system area. After the voltage signals are 

decomposed into IMFs, each IMF is analyzed using the Hilbert 

transform to obtain its instantaneous amplitude and damping. 

For the calculation of the damping indicator (DI) per bus 

voltage magnitude signal, we utilize the average amplitude 

𝐴̄𝑘(𝑇𝑤) and average instantaneous damping 𝑎𝑘(𝑇𝑤) of each 

IMF 𝑘, over the time window 𝑇𝑤. Because not all IMFs contain 

meaningful oscillatory energy, their contributions are weighted 

using their normalized average amplitude, yielding an 

amplitude-weighted aggregation of the average instantaneous 

damping for the assessed time window: 

𝒘(𝑇𝑤) =
𝑨̄(𝑇𝑤)

𝟏T𝑨̄(𝑇𝑤)
, (18) 

DI(𝑇𝑤) = 𝒘T(𝑇𝑤)𝒂̄(𝑇𝑤), (19) 

where 𝟏T  denotes the transpose of the all-ones vector, 

𝑨̄(𝑇𝑤) and 𝒂̄(𝑇𝑤)  are the vectors of the instantaneous 

amplitudes and dampings of each IMF over the assessed time 

window, respectively, and 𝒘(𝑇𝑤)  is the vector of the 

amplitude-based weights of the IMFs. The zero-frequency 

component is excluded, while the bus damping rate is expressed 

in 1/s. In addition to the instantaneous damping, an oscillatory 

contribution factor (OCF) is defined to quantify the relative 

contribution of oscillatory components. It measures how 

significant the oscillations are relative to the DC component 

𝐴̄DC, and is calculated as follows: 

OCF(𝑇𝑤) =
∑ 𝐴̄𝑘 (𝑇𝑤)

∑ 𝐴̄𝑘 (𝑇𝑤) + 𝐴̄DC(𝑇𝑤)
∈ [0,1]. (20) 

For each AC area, the damping indicator of the oscillating 

signals is assessed based on (19). The proposed SDI and the 

OCF for each area are calculated as follows: 

SDIArea(𝑇𝑤) =
1

𝑁osc,Area
∑ DI𝑖(𝑇𝑤)

𝑁osc,Area

𝑖=1

, (21) 

OCFArea(𝑇𝑤) =
1

𝑁B,Area
∑ OCF𝑖(𝑇𝑤)

𝑁B,Area

𝑖=1

, (22) 

where 𝑁osc,Area  is the number of signals that are assessed as 

oscillatory, and 𝑁B,Area  is the number of total bus signals per 

assessed area. Through the proposed metrics, we can calculate 

the overall damping rate while considering the magnitude of the 

oscillations over the processed time window.  

D. Voltage Impact Indicator 

Cyber attacks may induce persistent voltage deviations 

that remain within protection thresholds yet degrade operational 

security over time. Voltage magnitudes measured at each bus 

via PMUs are used to detect violations of operational limits. 

Each violation is penalized through a bounded function: 

VI𝑖(𝑡) = {

0, 𝑢min ≤ 𝑢𝑖(𝑡) ≤ 𝑢max,

tanh (𝑙(𝑢min − 𝑢𝑖(𝑡))) , 𝑢𝑖(𝑡) < 𝑢min,

tanh(𝑙(𝑢𝑖(𝑡) − 𝑢max)), 𝑢𝑖(𝑡) > 𝑢max,

 (23) 

VI𝑖(𝑇𝑤) =
1

𝑇𝑤
∫ VI𝑖(𝑡)𝑑𝑡 ∈ [0,1]
𝑡0+𝑇𝑤

𝑡0

, (24) 

where 𝑢𝑖(𝑡) is the voltage magnitude of bus i, 𝑢max and 𝑢min 

are the permissible upper and lower voltage limits, and 𝑙 is a 

penalty factor, set to 20 in this work. The bus-level voltage 

impact over a time window is computed as in (24). This 

formulation distinguishes persistent violations from transient 

excursions. For an AC area comprising of 𝑁B,Area  buses, the 

aggregated voltage impact (VI) indicator is defined in (25). This 

metric provides a spatially aggregated measure of voltage stress 

within the area for the specified time window, as follows: 

VIArea(𝑇𝑤) =
1

𝑁B,Area
∑ VI𝑖(𝑇𝑤)

𝑁B,Area

𝑖=1

. (25) 

IV. SIMULATION RESULTS 

This section evaluates the system-level impact of feasible 

cyber attacks on MMC-HVDC controllers, with particular 



emphasis on how constrained, implementable manipulations 

can induce dynamic degradation. To evaluate the impact of the 

investigated cyber attack scenarios on the DSIE-94 power 

system model, numerical simulations are performed in 

DIgSILENT PowerFactory 2023. Automated scenario handling, 

data extraction, and post-processing are implemented in Python 

3.9. The time-frequency analysis and impact assessment utilize 

the NumPy and PyEMD libraries. For the noise-assisted EMD 

method described in Section III-B, the adaptive noise amplitude 

parameter 𝛽𝑘  is set to 0.2, which effectively reduces mode 

mixing while preserving the physical interpretability of the 

IMFs. The number of ensemble trials 𝑁𝐸, is set to 50, ensuring 

stable IMF estimation while keeping the computational burden 

reasonable. The proposed method and metrics are evaluated 

with modal analysis, Prony-based damping estimation, and 

conventional signal-based oscillation metrics in Supplementary 

Material A. Each case study considers a single cyber attack; 

combinations of cyber attacks or co-occurrence with common 

contingencies, e.g., faults, are excluded from the present 

analysis.  

A. Power System Model 

The DSIE-94 power system model is used as a 

representative benchmark to investigate cyber-induced 

instability propagation mechanisms in hybrid AC/DC grids. 

The model is a synthetic, European-inspired power system 

designed for dynamic stability studies and includes SGUs, WGs, 

STATCOMs, and MMC-HVDC links. The model extends the 

benchmark introduced in [31]. It comprises three 

electromagnetically decoupled but strongly meshed AC areas 

interconnected through MMC-HVDC links, representing a 

hybrid AC/DC, power-electronics-dominated system. The 

system topology is presented in Supplementary Material B Fig. 

SB1, inspired by the AC/DC infrastructure in the North Sea.  

Area A consists predominantly of SGUs that supply local 

demand and export power to other areas. Area B is a low-inertia 

region, with approximately 60% of its generation provided by 

non-synchronous sources, such as WGs and imports. Area C is 

highly meshed, with a generation mix comprising roughly 40% 

non-synchronous sources and 60% local SGUs. A single 

operational point, presented in Supplementary Material B Table 

SBI, is considered in all case studies, with a fixed generation, 

loading, and power exchange through the HVDC links. 

Furthermore, no protection schemes are modeled in this study. 

Time-domain simulations are carried out with a sampling 

period of 0.001 s over a 30 s simulation time. This resolution is 

sufficient to capture oscillatory phenomena originating from 

cyber-induced disturbances in the MMC-HVDC current 

controller, consistent with the Nyquist-Shannon sampling 

criterion. Cyber attacks are introduced at t = 3 s. Six distinct 

attack locations are examined per scenario, specifically, the 

rectifier (R) and inverter (I) stations of each HVDC link. The 

full list of scenarios is summarized in Table I.  

B. Operational Setpoint Tampering Attacks  

For rectifier stations, the adversaries target the DC voltage 

setpoint signal, whereas for inverter stations, the tampering 

attack targets the active power setpoint. For both station 

categories, the reactive power setpoint is targeted. In the case 

of voltage setpoint tampering attacks, the setpoint range is 0.8 

to 1.2 p.u., and three rectifiers are targeted, e.g., A-B, B-C, and 

A-C. Based on the simulated cases, tampering attacks on a 

single converter station can result in localized voltage 

deviations, primarily around the attack location. Due to the 

presence of automatic voltage regulators (AVRs) in the SGUs 

and the reactive power provided by STATCOMs in Areas B and 

C, voltage stability is maintained across a wide range of 

setpoints. For cases of extreme values, e.g., <0.9 p.u. or >1.10 

p.u., the impact can be more severe, as shown in Fig. 2 for a 

voltage setpoint of 1.15 p.u. The new voltage reference causes 

the buses in Area A to dip, as power transfer between Areas A 

and C is affected due to the increased voltage at the rectifier 

station terminal. Areas B and C maintain the voltage levels 

within acceptable limits, except terminal B1, which, due to the 

voltage dip in Area A, experiences significant under-voltage as 

the active power transfer is disrupted. For voltage setpoints that 

are very low or very high, the impact will be greater, although 

such values can be blocked by the control system, as they will 

violate the software and hardware limits as indicated in (9).  

For the case of active power setpoint tampering, the values 

of the targeted signal can range between [-1,1] p.u., according 

to the limitations introduced in (9). Overall, manipulating the 

active power reference setpoint has a prolonged impact, as 

evidenced by voltage violations, particularly in cases of reverse 

active power flow. This is illustrated in Fig. 3, which shows the 

VI indicators for the cases where Pref is set to -1.0 p.u., for 

inverter stations A-B and B-C. Out of the examined cases, one 

is selected, e.g., a tampering attack on the inverter station of 

Areas A-C with Pref = -0.8 p.u., to highlight the applicability of 

the proposed stability assessment method. The voltage 

magnitudes are given in Fig. 4(a), while the stability assessment 

based on VI, SDI, and OCF indicators is shown in Fig. 4(b).  

TABLE I 

SUMMARY OF SIMULATION SCENARIOS 

Scenarios 
Targeted 

Components 
Variables affected 

Operational setpoint 

tampering 
Station control  

VDC,ref
(R),  

Pref
(I),  

Qref 

Controller gain tampering  Upper-level controls 

KpV
(R), KiV

(R), KpP
(I), 

KiP
(I),  

KpQ, KiQ 

Kpd, Kid,  

Kpq, Kiq 

Switching attack on the 

AC side of the AC/DC 
substation 

Circuit breaker - 

 

 

 

Fig. 2. Voltage magnitudes in all areas, for VDC,ref = 1.15 p.u., A-C rectifier. 

 



As shown, immediately after the cyber attack, the voltage 

in Area A rises, causing the voltages in Areas B and C to dip. 

The voltage stability of all connected systems is affected as the 

AVRs of the synchronous generators attempt to stabilize the 

voltages, resulting in oscillatory fluctuations in their reference 

voltages. As the reverse power flow continues uninterrupted, 

the oscillations intensify 9 s after the cyber attack. The voltage 

drop and the oscillatory behavior are more apparent in Areas B 

and C due to the limited SGUs. The system reaches a new 

equilibrium approximately 17 s after the attack. A time-

frequency analysis of the RMS bus voltages reveals several 

oscillatory components across all areas, including relatively fast 

components in the 10-35 Hz range. Notably, the dominant 

interactions between the MMC converter controllers and the 

SGUs’ AVRs manifest primarily in the 15-35 Hz band, 

indicating rapid RMS-level voltage fluctuations driven by the 

coupled control dynamics of the converter stations and the 

SGUs. The OCF indicator ranges from 4% to 14%, indicating 

the severity of the examined scenario.  

For reactive power setpoint tampering attacks, the most 

impactful cases occur when the setpoint value is set at critical 

limits, e.g., ±1.0 p.u., by the attackers. The sudden alteration of 

the setpoint results in voltage limit violations on buses in the 

vicinity of the targeted stations but does not cause widespread 

system instability. Overall, these results indicate that when 

constrained by control limits, setpoint tampering primarily 

induces localized voltage disturbances and does not readily lead 

to sustained system-wide instability.  

C. Controller Gain Tampering Attacks  

This category examines cyber attacks in which an 

adversary maliciously alters the gains of PI controllers within 

the MMC control architecture. Among the investigated attack 

categories, manipulation of MMC current controller gains 

exhibits the most severe and system-wide impact, even when 

within manufacturer-defined limits. In this model, the 

proportional and integral gains of both the outer-loop 

controllers and the decoupled current controller are assumed to 

be accessible to the attacker. However, as discussed in Section 

II, these gains are bounded by hardware-defined limits, which 

cannot be overridden. These constraints, therefore, define the 

realistic space of feasible gain manipulations.  

For the outer-loop controllers, responsible for DC voltage 

regulation and active/reactive power control, the simulation 

results show no significant impact across all examined cases. 

Since the reference values for DC voltage magnitude, active 

power, and reactive power remain uncompromised, the 

corresponding control errors remain negligibly small, leaving 

the outer-loop behavior largely unaffected. This finding is 

consistent with the observations in [32], where substantial 

degradation of outer-loop performance occurred only under 

negative-bias attacks or under extreme gain perturbations. 

These conditions are infeasible in this study due to the imposed 

gain limits.  
In contrast, malicious modification of the gains in the 

decoupled current controller can introduce substantial 

disturbances. Simulation results indicate that reducing the 

proportional gain of the dq-current controller toward zero has 

severe consequences for system operation. The dq-current 

controller regulates the converter by comparing current 

references with measured currents. The proportional gain 

provides immediate corrective action based on the current 

difference error and contributes to the effective damping in the 

inner-loop current control. When the proportional gain is 

significantly reduced, the corrective action is weakened, 

leading to reduced damping in the current control loop. 

Consequently, the controller response becomes increasingly 

dominated by the integral term, leading to error accumulation 

and additional phase lag. As the proportional gain approaches 

low values, this behavior induces pronounced oscillations in the 

 
(a) (b) 

Fig. 3. Voltage impact for Pref = -1.0 p.u. (a) A-B inverter. (b) B-C 

inverter. 
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(b) 

Fig. 4. Dynamical analysis results for Pref = -0.8 p.u., A-C inverter. (a) 

Voltage measurements per Area with the time windows highlighted. (b) 
Voltage impact indicators, with respect to the system stability indicators 

and OCF. 

.  
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Fig. 5. Voltage magnitudes, for Kpq= 0.16, B-C inverter. 



dq-voltage setpoints and modulation indices, which propagate 

through the MMC station and into the connected AC areas, as 

illustrated in Fig. 5.  

A representative dynamic analysis for this type of cyber 

attack is presented in which the proportional gain Kpd of the 

rectifier-side current controller between Areas A and B is 

maliciously reduced from its nominal value of 2.0 to 0.06. The 

reduced gain value lies within the feasible attack space defined 

in (5) and within the unstable region identified through 

eigenvalue trajectory analysis. The modal analysis results 

shown in Fig. 6 indicate that the dominant low-frequency 

modes remain largely unaffected over a wide range of Kpd, 

explaining the steady response of the power system for the 

time-domain simulation with values between 2.0 and 0.1. 

However, a high-frequency mode associated with the converter 

current control dynamics exhibits strong sensitivity to Kpd, as 

reducing the gain shifts its eigenvalue toward and eventually 

across the imaginary axis, indicating a transition from stable to 

unstable behavior. This mode becomes weakly damped at Kpd = 

0.09 and unstable at Kpd = 0.085 and Kpd = 0.06. The system 

dynamic response, along with the results of the dynamical 

analysis, is presented in Fig. 7. Based on the initial FFT analysis, 

a dominant oscillation mode at approximately 15 Hz is 

identified, yielding a time window length of 0.6 s. Following 

the gain alteration, the voltages in Area A exhibit large-

amplitude oscillations at frequencies between 15 and 20 Hz. 

Buses in Areas B and C experience under-voltages, resulting in 

operational limits being violated. While Area B also exhibits 

oscillations near 15 Hz, their amplitudes remain comparatively 

small. Notably, while voltage limit violations occur only in 

selected areas, the SDI and OCF indicators reveal a sustained 

reduction in system damping and increased oscillatory activity 

across multiple AC Areas. These effects persist beyond the 

initial transient and would not be fully captured by threshold-

based voltage monitoring alone. Conversely, attack scenarios 

involving increased proportional or integral gains have a 

negligible impact, provided no additional disturbances are 

present. Under the imposed gain limits, these increases remain 

within the system’s stability margins and do not introduce 

harmful behavior. 

D. Switching Attacks on the AC/DC Substations 

In the final category of scenarios, switching attacks are 

considered, where adversaries remotely open AC circuit 

breakers, effectively disconnecting the AC/DC substation from 

its corresponding AC grid. The severity of the resulting 

disturbance depends on the HVDC link's operating state at the 

time of disconnection. For each HVDC pair, two cases are 

examined: isolation from the rectifier side and isolation from 

the inverter side. As shown in Fig. 8, switching attacks cause 

voltage limit violations primarily within the targeted areas and 

at electrically adjacent buses, while the remaining AC systems 

are largely unaffected. In the case of disconnection of Areas A 

and B from either side, the voltages of Area B are affected by 

the high penetration of RES, which offer limited fast voltage 

recovery capabilities. In all cases, no oscillations are detected. 

Although switching attacks cause immediate and visible 

voltage violations, their impact remains largely localized and 

does not excite sustained oscillatory modes. Compared to 

feasible controller-parameter attacks, their system-wide 

dynamic impact is less severe and more readily detectable by 

existing protection schemes.  

E. Results Discussion 

Across all examined scenarios, the results show that 

feasible cyber attacks targeting MMC-HVDC control 

parameters, particularly current controller gains, can induce 

more severe and less detectable system-wide instability than 

conventional switching attacks or setpoint tampering attacks. 

This highlights inner-loop current control parameters as critical, 

 
Fig. 8. Voltage impact results for switching attacks on the AC side of 

HVDC links. 
 

Fig. 6. Eigenvalue trajectories. (a) The dominant high-frequency mode 

as a function of Kpd, A-B rectifier. (b) Low-frequency modes. 

 
(a) 

 
(b) 

Fig. 7. Results for gain tampering attack on Kpd = 0.06, A-B rectifier. (a) 

Voltage magnitudes. (b) Dynamical analysis results for Areas A and B 

with the OCF values per time window indicated.  
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high-impact targets for protection and mitigation strategies. 

However, as discussed in Section II-A, such attacks require 

more advanced capabilities than setpoint tampering or 

switching attacks, reinforcing the need for a multi-layered 

protection framework covering all control interfaces. 

Furthermore, these findings are based on a specific simulation 

setup and bounded manipulations within a single benchmark 

model, and thus require broader validation. 

From a protection and mitigation perspective, these 

findings suggest the need for both control-level and system-

level measures. Control-level resilience can be enhanced 

through bounded-gain design, validation layers, and fallback 

configurations, while system-level protection schemes, e.g., 

load shedding or fast disconnection of converter stations, can 

help limit disturbance propagation. However, these measures 

may not fully prevent the initial degradation of dynamic 

performance under coordinated parameter manipulation. From 

a cyber security perspective, unlike setpoint tampering or 

switching attacks, inner-loop manipulation requires deeper 

access to embedded OT systems. Effective mitigation should 

therefore prioritize hardening these systems through secure 

firmware, restricted engineering access, authenticated 

parameter tuning, and integrity monitoring against trusted 

baselines.  

For this study, a simplified average-value MMC model is 

used, which neglects explicit inner-loop and PLL derivations 

and assumes tightly regulated internal MMC dynamics. 

Additionally, a single operating point is considered, and 

protection schemes are not explicitly modeled. These 

assumptions influence the conclusions of the study. 

Incorporating higher fidelity EMT models may reveal faster 

electromagnetic phenomena and localized converter responses, 

potentially affecting the time scale and severity of the observed 

oscillations. Similarly, omitting explicit inner-loop and PLL 

dynamics excludes fast control interactions, which introduce 

additional oscillatory modes or modify damping characteristics 

[33]. While these effects may alter the transient response, the 

fundamental mechanisms by which controller parameter 

manipulation degrades system damping are expected to remain 

valid. Furthermore, variations in loading conditions, grid 

strength, or renewable penetration levels may influence the 

sensitivity of the power system to such cyber attacks, with 

weaker or more stressed operating conditions likely leading to 

more pronounced instability. The inclusion of protection and 

remedial control schemes may mitigate or limit the extent of 

disturbance propagation, for example, by triggering load 

shedding actions or by fast disconnection of the affected 

converter stations. However, such mechanisms may not fully 

prevent the initial degradation of dynamic performance caused 

by coordinated manipulation of controller parameters. 

V. CONCLUSIONS & FUTURE WORK  

This work investigates the dynamic impact of cyber attacks 

on MMC-HVDC control systems in large-scale AC/DC power 

grids. An analytical model of malicious command injection is 

introduced to define the feasible attack space for manipulating 

HVDC setpoints and controller parameters. The resulting 

cyber-induced disturbances are assessed using a measurement-

based dynamical analysis method, enabling the evaluation of 

voltage stress and damping degradation across interconnected 

AC areas.  

The simulation results demonstrate that targeted manipulation 

of HVDC control functions can trigger instability propagation 

across interconnected AC power systems, leading to voltage 

violations, reduced damping, and widespread disturbance 

propagation. In particular, controller gain tampering attacks, 

especially those affecting current controller gains, are shown to 

induce more severe and less observable dynamic degradation 

than conventional switching actions within the considered 

scenarios. These findings highlight a class of cyber-physical 

vulnerabilities that are not readily captured by traditional 

contingency-based analyses and emphasize the critical role of 

HVDC control integrity in maintaining system stability. The 

presented results are obtained using a representative benchmark 

system and a defined set of feasible attack scenarios. 

Additionally, as discussed in Section IV-E, these results are 

bounded by the average-value MMC model, a single steady-

state operating point, and the absence of protection and 

remedial control schemes, which may influence the detailed 

system response in practical implementations. 

Overall, the results highlight that adversarial access to critical 

MMC-HVDC controllers represents a significant risk to the 

reliable operation of future converter-dominated power grids. 

Future studies can build on this work by extending the analysis 

to incorporate higher-fidelity EMT models, assessing power 

grid resilience considering protection schemes, and 

investigating mitigation and monitoring strategies for impactful 

cyber attack scenarios, including coordinated distributed 

attacks and applications to emerging multi-terminal HVDC 

grids. 
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