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Abstract—Building automation (BA) and smart homes (SHs)
have traditionally not been a unified field but varied by their
origins, legal foundations, different applications, different goals,
and national funding programs for basic research. Only within
the last years that an international common focus appeared. The
following overview gives not only an introduction into the topic
of BA but also the distinction to other areas of automation, in
which networks of the field level (the sensor and actuator level)
play an important role. Finally, the scientific challenges will be
mentioned. SHs are referred to when the differences to BA have to
be explicitly stressed. This paper is an introduction for the special
IEEE T RANSACTIONS ON I NDUSTRIAL E LECTRONICS section
on BA and shall introduce the reader to this new topic. BA not only
has a huge economic potential but also is of significant academic
interest today.
Index Terms—Ambient assisted living, building automation
(BA), building control, building management, communication networks, embedded systems, energy management, fieldbus systems,
horizontal integration, industries, layered architecture, smart
homes (SHs).

I. D OMAIN

B

UILDING AUTOMATION (BA) is concerned with control and communication networks in buildings; the systems consist of sensors, actuators, and communication and
processing units. The devices are mostly interconnected using
dedicated fieldbus systems, which—in opposition to industrial
fieldbuses—require more flexibility, management, and interoperability and therefore have more layers of the International
Organization for Standardization (ISO)/Open System Interconnection (OSI) model implemented. The term smart home (SH)
refers to a communication network that combines BA components with other communication systems and informationsharing components in private homes (home cinema equipment,
computer networks, security, e-mail, calendar, file-sharing services, etc.).
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II. I NDUSTRIES AND C OSTS
Up to the 1990s, the expressions BA and SHs were absent from encyclopedias like Webster’s [1] or the German
Brockhaus [2]. Many people, including engineers and scientists, still have problems with these expressions. A query in
the English edition of Wikipedia [3] lists classic technologies
which are still found in the European market (particularly
Germany and Scandinavia) like the 20 mA or RS 232 interface.
The German edition of Wikipedia [4] lists BA as part of facility
management but contains more recent technologies. Mainly, the
three established fieldbus systems (BACNet, LonWorks, and
KNX; see Section III) of the BA standards in the European
Committee for Standardization (CEN) and ISO are mentioned
(the English site lists 21 bus systems without any further
explanations). In the following, we will give our view on
communication in BA, also based on historical developments.
Although not comparable to classical encyclopedias,
Wikipedia shows one important fact: de facto definitions and
descriptions of topics that are otherwise hard to grasp. The
notions of BA and SH differ among countries, particularly in
academics. In the European understanding associates a long
list of functions and technologies with BA. These can only be
implemented cost efficiently when using a fieldbus system.
In America, fieldbus systems in BA or even SH were, in
practice, less important. For example, if one is looking for
components for SH in the American market, one finds Internet
components, alarm systems, and components for brown goods
(consumer electronics) and white goods (household appliances)
with no or limited network management capabilities—or with
a touch of do-it-yourself (e.g., the X10 protocol1 ). European
markets, on the other hand, exclude components for brown and
white goods from the BA industry.
It is also remarkable that, although BACNet and LonWorks
[5] were developed in the U.S., BA and SH have not been implemented too much due to economical reasons in the American
area, while the topic itself plays more and more a key role,
particularly when being merged with the topic of saving energy.
Only in the last few years that fieldbus technology became an
economically important factor—which can be observed with
the sales figures of Echelon or BACNet nodes.
Universities in Vienna, Dresden, Munich, Zurich, Aveiro,
Sofia, Chatou, Heilbronn, Lisbon, or Dortmund (particularly
the Faculties of Electrical Engineering, Computer Technology,
1 X10, however, cannot be compared with networks like BACNet, LonWorks,
etc., regarding its functional range.
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and Computer Science) are cooperating in the field of BA [6].
In the non-European countries, it does not look so well (if we
do not consider energy management), and the following questions arise: Why the non-European industry does not see the
potentials of this market in the same way like the Europeans?
Where do the differences come from? Worldwide, there is no
doubt that efficient energy saving is only possible with modern
BA based on networking in all levels of abstraction.
To get an answer, it is necessary to go far back in history. In
the 15th and 16th centuries, the different industries and trades
(“Gewerke” and “Zünfte,” old terms for what we call “industries” [7] today) in Europe formed and became strong powers
in their societies. Even today, these industries are still deeply
rooted in traditions and have strictly divided markets. The
different industries had nothing to do with each other and were
and still are not used to work together, may it be in building sites
or in contributing to standardization organizations. All of them
developed their own lobbies to get special rights, which helped
to build up strong markets in their areas. Today, we see this
fundamental thinking in the standardization organization where
different industries form different groups, which have nothing
to do with each other. In western Europe, electric installations,
heating, ventilation, and plumbing all have their representative
communities, which do not communicate sufficiently, and if
a building is under construction, the different industries do
not cooperate but work independently. The way of thinking
is focused on working independently, also in standardization
organizations [8]: For BA, it is much harder to accept that,
up to today, most of the official calls for bids are based on
this fundamentally divided market. How is it possible to get an
offer which is based on networked components that include all
industries—which would be the prerequisite for integrating all
their functions as discussed later? For the organization units,
the question is always as follows: Who are the accredited
experts that are able to write a report of such a network-based
building? An official education program does not exist yet.
Experts, defined by fieldbus user organization like LonWorks,
the so-called “integrators,” are not accepted officially yet. In
the opinion of the authors,2 too many interests work against
each other and do not pull on the same string. Particularly in
Europe, it is of highest priority to establish the profession of
an integrator to strengthen the cooperation between the various
industries and leave the responsibility for networking to one
person. Due to historical reasons, this integration works much
better in the U.S.
We now take a look at the fundamental problem of networked
systems bridging components of various industries. In the history of science, computer scientists were the first to deal with
networking; thus, they are the experts in this field. However,
who can be considered an expert in the case of sensors that
are integrated into a chimney and are networked with sensors,
actuators, and controllers for heating and lighting systems over
a common bus system? Who is able to standardize functions
and scenarios that are provided by different industries? To be a
computer engineer is not enough. The experts of the different
2 D.

Dietrich is a convenor of CEN TC 247 WG4 and a delegate of CEN TC
247 where the fieldbus systems are defined for CEN and proposed for ISO.

Fig. 1. Merging of various industries and subdivisions in different functions
and scenarios.

industries have to sit together with computer engineers and find
common standards.3 That is tough because of all the definitions
of the different industries which developed independently over
the centuries. Now, all these things must be harmonized and
reconsidered. It is not surprising that efforts to change the
situation have already taken more than 15 years. There are not
only economic interests but also legal differences and social
challenges for which we have to find balanced answers, and
people who studied special professions, but were not interested in electronic systems, now have to deal with topics like
communication protocol (see, e.g., [9] and [10]), networking
over fieldbus systems [11], [12], and safety and security [13].
Creating the profession of the “integrator” was a reasonable
development—only the legal accreditation is still a problem.
Fig. 1 should explain the difficult process. First, the various
industries acted independently; today, they must cooperate and
have to define and merge the many different functions and scenarios for BA and SH. The fieldbus is the connecting link from
which new challenges emerge, because most of the functions
and scenarios need the technologies of other industries and
cannot be developed independently.
Unfortunately, a special professional group had a negative
impact on SH and the networked BA: the architects. They define
themselves as designers and more and more as artists, to whom
automation is not relevant. If possible, the “passive” building
(without automation) should satisfy all demands. Automation
is a “necessary evil” which should be included as little as
possible. BA has very little to contribute to art. Even worse:
electronics contain risks and who is to pay for it? However,
architects had to learn that building owners think differently.
They want the building to be profitable, which is possible by
saving energy, reducing staff costs, and increased comfort to
attract clients. Building owners of big buildings already think
in such a differentiated way, and so, most of the huge buildings
in Europe contain fieldbus systems as the basis of BA.
The situation outside of Europe is not so clear, since not
much information is available. However, it is possible to generalize the most important aspects: In the U.S., Australia, etc.,
fortunately, industries never played such an important role and
never had such influential lobbies working for the development
of buildings. The energy and the personnel costs are lower
3 Organizations like ASHRAE, LonWorks, or KNX are not accredited standardization organizations neither in Europe nor worldwide like ISO or International Electrotechnical Commission.
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Fig. 2. Strict separation between the three areas, namely, measuring, telecommunication, and computer technology [16]. M: Measurement and Electrical
Engineering. T: Telecommunication. C: Computer Technology.

in such countries, and comfort for the clients can already be
achieved by classic technologies if the personnel costs are low
enough.
We take a look at science and research in Section III where
we explain the history of fieldbus systems. However, first, we
look at publications in IEEE, which present a reasonable picture
of those times. In the area of journals, it was—and still is—hard
to find anything about this topic, because research work relies
on funding. Outside Europe, in many countries, nobody saw the
necessity to spend money on research, which is the reason for
most experts to work in Europe and publish in national journals
so far, where they reach their audience. First, international
activities can be found in conferences like FeT 1995 (the current
conference Web site can be found at [14]), which later joined
the International Federation of Automatic Control. IEEE had
nothing to offer in this topic, only later, for example in IEEE
Workshop on Factory Communication Systems (the current
conference Web site is located at [15]). Up to this day, most
of the IEEE conferences, which deal with the topics of BA or
even SH, focus their interests more on the direction of real-time
systems.
On the basis of this explanation, it is understandable that,
about three years ago, the IEEE/IES founded the Technical
Committee on Building Automation, Control and Management
[6] in order to change the situation internationally. The huge
market worldwide of BA and the high amount of energy that
we can save this way are near at hand. Governments in most
countries also recently recognized that and established partly
substantial funding, e.g., in California. Finally, the scientific
challenges are increasing dramatically, a topic which will be
explained in Section V.
III. F IELDBUS S YSTEMS —H ISTORY
In [16], one view of the history of fieldbus systems is
covered. In the area of automation, an existing printer interface
(e.g., Centronics) from desktop computing in office areas was
used to solve simple measurement tasks (Fig. 2). On the basis
of such uncomplicated demands, various interfaces and bus

systems are developed in industry and scientific laboratories
where the influence of the telecommunication area was not
really important. Only special interfaces were taken over—for
example, RS 232 or, later, RS 485 (Fig. 2).
It was surprising for experts that telecommunication engineers did not understand that signal transmission could not
be the whole story of communication systems. It completely
slipped their mind to offer an answer for the computer scientists’ question on how to connect their huge computers among
the different towns over telecommunication lines. Finally, scientists from areas like computer science, mathematics, and
computer technology defined the OSI model within the ISO
but not in the Comité Consultatif International Téléphonique
et Télégraphique, which would have been much more logical.
They defined a model for protocols with various abstract levels
as a template for protocol developers.
This model has become the basis for lots of protocols,
not only the telecommunication area but also for automation
systems (Fig. 3) like the Manufacturing Automation Protocol
(MAP). MAP, developed by companies like General Motors,
IBM, and many other American companies, was a typically
overloaded protocol, very flexible, and with a lot of functions
(all seven layers were included), but also with all disadvantages
of such a powerful system: high maintenance costs, expensive
to integrate, etc. The next generation was MiniMAP with
only three layers but still too expensive for the market. The
breakthrough was in contrast to this, the Standard MIL 1553
for the avionic area. It was also the basis for the first fly-bywire plane, the European Airbus A320. From this time on, one
bus after the other was developed, the BITbus, CAN, Profibus,
Interbus, and many others for various applications. Most of
them were developed and standardized in Europe for the automotive and industrial automation market. Typical applications
were assembly lines, filling lines, timber industry, etc. It was
also the beginning of an international clash of national interests,
with each country trying to assert its own standards. Therefore,
for the first time, the European standardization organization
standardized three fieldbus systems (Profibus, WorldFIP, and
P-NET) from three different countries (Germany, France, and

3580

IEEE TRANSACTIONS ON INDUSTRIAL ELECTRONICS, VOL. 57, NO. 11, NOVEMBER 2010

Fig. 3. Origins of fieldbus systems.
TABLE I
I NDUSTRIES IN AUSTRIAN B UILDING AUTOMATION

Fig. 4.

Denmark) at the same time for the same application. ISO
standardized their field systems several years later in a similar
way [17].
Today, many developed fieldbus systems are past; only a few
BA standards dominate the markets [18], [19]. It is worth noting
that fieldbus systems are now installed in all automation areas.
Only, because of political reasons or reasons of competition,
or in order to differentiate many companies, standardization
organizations and other institutions often name their systems
sensor networks and sensor and actuator networks or use similar
expressions.
Industry products must be successful in order to make money
with them. To convince building owners that they should invest
money in fieldbus systems for BA or even SH was very hard.
Only a few people saw the advantage. To be able to increase the
comfort in a house was not stimulating enough to spend more
money than necessary. Only when they could be convinced that
energy costs can be reduced and when companies invested in
objects like the “Reichstag” in Berlin to show the feasibility
that the situation changed completely.
IV. R EQUIREMENTS FOR BA
Table I lists industries which are active in BA [7] (as an
example, here, for Austria; similar situations appear in other
countries). These industries represent all services that one
would expect from BA and SH. It is the art of BA to integrate
these historically separate things. The goals are manifold: cost

Scenarios in relation to trades and functions.

optimization, enhanced energy efficiency, increased security,
and increased comfort, in summary a multiplication of the
functions utilized in a building (Fig. 4).
An example shall illustrate the interdependences: Sunblinds
are used in situations when too much sun light or sun heat enters
the building. Shading has immediate influence on lighting and
heating control by changing both the lighting scenario and the
heat radiation in a room. Thus, sunblinds, lighting, and heating
are interdependent and should have cooperative control.
Aside from normal operation, interdependences are also
given in emergency scenarios, where, depending on the situation, nodes belonging to different industries shall cooperate
[e.g., controlling lighting as well as HVAC in the case of fire
to ensure person safety]. In situations where the network is
affected, it is important to have distributed architectures with
nodes that are able to operate even if network connectivity fails.
We see the difference in requirements compared to other
fields like automotive or industrial fieldbuses, in which both
have a rather limited amount of network nodes usually using
the same fieldbus system, while an average building can easily
contain thousands of nodes (up to hundred thousands of nodes
in large buildings) [20]. The network that is used is provided by
a single vendor, and the nodes are not separated into industries
but rather grouped by their functionality. This leads to the
usage of six or seven layers of the ISO/OSI model in complex
BA systems (BASs) in order to manage the complexity of the
larger networks. However, the progress showed that even all
ISO/OSI layers are not sufficient. Interoperability rules and
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functional profiles as defined by LonMark International [21]
were the historic step toward large and complex multivendor
installations. Nowadays, these guidelines are often referred to
as “8th layer” of the ISO/OSI model. The immense effort put
into these definitions shows the importance of these abstract
layers compared to almost trivial hardware which does not
really matter nowadays in terms of interoperability (the original
transport layers are, for instance, more and more replaced
by Ethernet). The creation of value in future BA lies in the
definition of standards for abstract layers (see also [22]).
However, this is not a scientific challenge. The definition of
profiles is a task for the corresponding industry. This includes
maintenance and upgrade of already existing profiles. Scientific
challenges can be seen in the ever increasing complexity of systems and in the intelligent evaluation of the enormous amounts
of collected data [23]–[26]. Another potential for improvement
is the interface between fieldbuses, which currently creates
unnecessary additional costs. Maybe, it is possible to harmonize
them at least in the lower layers4 by, e.g., Ethernet [27]–[29].
Maybe, the new developments around OLE for process control
and service-oriented architectures can help in providing a solution for the upper layers. More considerations about complexity
are detailed in Section V.
Wireless sensor networks (WSNs) are (businesswise) still in
their infancy in BA [9]. First of all, their energy consumption,
reliability, and security cannot be considered optimal. Additionally, there exist a variety of standards, confusing potential
investors. General-purpose WSNs need a transition to BArelevant abilities, which is one point for scientific considerations in the future [30]: Find suitable components which fulfill
the requirements, at lowest component costs.
SHs are of large interest for architects, researchers, and persons who simply love modern things. Economically, their network technology plays currently no considerable role. Again,
the important factor is costs. The efficiency of planning, implementing, and finally integrating and maintaining is—like in
computer engineering—a question of size. A building for one,
two, or even three families cannot be equipped with enough
components to reach a critical number interesting for individual
expert advice. This was the reason for, e.g., KNX [31], to
follow a completely different philosophy. Their components
are all strongly standardized, low cost, and simplified and can
be used (only) for a particular set of scenarios. Flexibility
is therefore dramatically reduced, although it is still difficult
to find the right experts to integrate a system. In addition,
the potential for energy savings is limited, etc. In short, the
economic breakthrough is still not there.
V. F UNCTIONAL S AFETY AND I NFORMATION S ECURITY
Functional safety, although an important and established
topic in transport (avionics, traction, and automotive) or industrial automation (e.g., manufacturing support robots), was, up
4 Harmonizing, for example, the lowest layer will reduce costs by increasing
mass production. However, it will not be possible to replace all higher layers
and, particularly, the profiles, which were developed by competing companies
and user organizations.
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Fig. 5. Potential targets for attacking a BA fieldbus.

to now, not much of an issue in BA. Safety-relevant functions
in automated buildings were implemented with stand-alone systems, since the existing BASs were not certified for functional
safety. The increased need for unified network management
and system integration, on the one hand, and the high costs
for safety-certified components lead to a compromise. Safetyrelevant applications (e.g., automated doors, emergency lighting, fire alarm, etc.) and nonsafety-relevant application (HVAC,
lighting, etc.) share the same network infrastructure. This leads
to easier management and reduced costs of a complex BAS that
also satisfies safety requirements, like SafetyLON.
The situation with information security is, in fact, even
worse. In the case of safety, buildings were on the “safe side:”
If no integrated emergency lighting exists, no one needs safetycertified BA. Security did not have such a safe side. BASs
were always security relevant. A classical example is an insider
attack of a disappointed employee, using a “Trojan” fieldbus
node with a secret wireless channel to outside (see Fig. 5, #4).
Security features of fieldbuses are currently only very limited
or even nonexistent [32]. The compromise has to be found between high interoperability and high security. However, maybe,
a solution can be found in scientific investigations with the
use of smart cards, as the authors in [32] and [33] already
started to think about. The concepts of IT security can certainly
be a blueprint for this task. Access control lists, roles, and
end-to-end security are state-of-the-art in IT systems. Adding
proxy firewalls to fieldbuses is certainly not enough to speak of
information security.
VI. E NERGY M ANAGEMENT
One of the most wanted applications of automated buildings and homes is to save operational costs. This is particularly valid for commercial buildings but slowly makes its
way into private homes as well. Taking influence on the
consumption of buildings and homes falls into the category
“demand side management.” This ranges from changing light
bulbs or insulation up to sophisticated energy information
systems (EIS) and automated load management systems. BASs
are, however, always a very valuable contribution to energy
management.
The possibly most important aspect of energy management
is energy efficiency. Efficient buildings can save emissions and
costs. The main hurdle for making the right efficiency decisions
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is typically the lack of information. The operators of buildings
usually have no idea about where and how their building uses
(and maybe wastes) energy and how it compares to similar
(size, climate, etc.) buildings. An EIS is the tool of choice for
this problem. Integrating a large variety of data sources (sensor
networks, meters, databases, statistics, structural data, etc.; see
[34]), it can calculate key figures that an energy consultant
needs to increase the efficiency of a building.
A second step is active load management. Depending on the
incentive, a building might react to online energy prices or
to messages from the grid operator. Such demand-responsive
buildings are a hot research topic and are expected to be a valuable contribution to stable and economic grid operation [35].
The basis for responsive buildings is the fact that several
“processes” in the building allow for temporary shedding. The
most prominent ones are those with some hidden storage characteristics or (thermal) inertia like heating or air conditioning.
However, even lighting is a candidate for demand response.
Dimming the lights by 15% for an hour will not harm anyone
and is fast and clean.5
Classically, a building only consumes energy, although that
might even change if distributed energy resources and local
generation become more widespread. In this case, automation
and integration are even more important.
VII. F UTURE P ROSPECTS
As already mentioned earlier, automation faces a complexity
problem. For the realization of proper functionality, a sufficiently high number of sensors and actuators are required.
These components need to be interconnected and communicate
in a reliable, secure, and timely fashion (see approaches in,
e.g., [9], [36], and [37]). The amount of data to be transmitted
is fortunately quite small—in the case of simple sensors in
the range of some bytes every 10 min. On the other hand,
more sophisticated sensors as finger print sensors, cameras
[38], or the like produce considerably more data [23]–[26].
Altogether, these data soon sum up to considerable amounts
and quickly go beyond the capacity of standard computers in
the imaginary case of data collection on a single computer.
All this information can only be processed in a decentralized
manner. Enough processing power and systems that are capable
of learning [39] or, at least, adapting capabilities need to be
introduced.
Another problem is the commissioning of all the components. The installation is usually performed by cheap semiskilled workers. However, the physical connection between all
the nodes is only the basic requirement for proper operation
but cannot guarantee the establishment of all communication
channels. For the centralized management and maintenance of
all data and connections, we are currently lacking the right
tools.
Another hot topic of research lies in intelligent sensors,
actuators, and devices. The dream of intelligent machines is

5 This is a tradeoff between energy saving and comfort. The advantage of BA
is that the tradeoff can be decided on demand.

as old as manhood itself [40]. With increasing technological
development, the requirements for intelligent devices also increased. However, up to now, artificial intelligence (AI) lacks
solutions to the demands of truly intelligent machines that have
no problems to integrate themselves into daily human environments. Current hardware with a processing power of billions
of operations per second could not substantially contribute to
the intelligence of machines compared to early AI times [41].
There are great results, of course. Machines are able to find the
shortest path between far apart cities on the map; algorithms
let you find information described only by few key words.
However, no machine is able to get us a cup of coffee from
the kitchen. In addition, machines are not able to recognize situations of humans. Achievements in this direction would allow
for automatic surveillance and security systems. Therefore, the
system would need the ability to associate unattended luggage
in airport environments with a person that may stand some
meters away in a queue—or is already on his way out of the
building. First products for automatic surveillance are already
available to support human security staff, but we can expect
much more in this direction in the future also for domestic
applications like intelligent environments or ambient assisted
living.
The requirements on a metalevel are the same in all applications: perceiving information and interpreting this information with respect to the context of the system. Context
is a theoretical construct by humans; it is not contained in
the sensor information that is available to a machine. Therefore, for a machine to derive the context, it is necessary to
give it the same perceptional function and anticipation as a
human—a bionic approach which requires for searching for
biologic archetypes. In the case of human’s functional capabilities, there are scientific disciplines concerned with it,
namely, the humanities. For engineers, humanities have the
touch of subjective, maybe imprecise, sciences. The latter is
simply an illegitimate prejudice by people not from the field,
whereas the first impression is a consequence of the matter
with which many fields in humanities are concerned: the subjective self [42]. A technical system with humanlike capabilities
needs to possess a combination of predefined “mental content”
in the presented structure [41] and learning capabilities [39]
for its particular application area. Current approaches focus
on fault detection [43], [44] using statistical methods [45].
Research in this direction is still in its infancy; however,
it will change the impact of automation in our daily life
widely.
Another also very important topic in all fields of automation
is sensor technology. Sensors need to become smaller and
cheaper, on the one hand, and they need to perceive more
aspects of the environment and preprocess the data, on the
other hand. Nanotechnology already provides us with new
powerful devices like laboratory-on-chip devices or detectors
of all kinds of molecules in the air. It can be anticipated that
sensor technology in the future is able to more and more deliver
all kinds of required information for monitoring all kinds of
processes within a building (speaking of building-relevant or
user-relevant processes, not, e.g., manufacturing processes in
industrial buildings).
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Another upcoming challenge is the design of BASs for large
buildings, which contains a considerable amount of repetitive
tasks that have some need for automation themselves (e.g.,
designing HVAC for all rooms in an office building). A solution
is to use design patterns, which are based on standardized
hardware modules. However, this will only work properly (i.e.,
yield an interoperable system) if the whole process starting
from selecting modules, evaluating interoperability, and system
composition is thought through well [46], and communication
issues are considered as well [47].
Embedded systems will allow integrating many of these
sensors, together with a preprocessing unit and wired and
wireless communication possibilities, into single-chip solutions
affordable for a broad segment of customers.
Today’s buildings are at a technological stage of a Volkswagen Beetle (a very popular small car in central Europe and
Mexico that was designed in the 1960s) but will be equipped
with modern technology soon—as what happened in many
other fields of automation before.
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